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ABSTRACT
This essay seeks to provide a brief understanding of the right to privacy –
whether it is enshrined in the fundamental rights guaranteed by the
Constitution of India, if so, whether it can be waived voluntarily and other
allied questions. It also seeks to examine the Aadhar Act, 2016 in light
of such understanding. However, the primary focus is on certain provisions
in the Act which could be construed to violate one’s right to privacy and
whether disclosures made by an individual under the Act are truly
voluntary or not. The essay concludes not only by suggesting certain
measures for reform of the Act but also by showing that the Aadhar Act,
which has great potential, needs to stay true to its stated goal of swift
delivery of benefits to various sections of society.
I. INTRODUCTION

A. The Jurisprudence around the Right to Privacy
In Ram Jethmalani v. Union of India 1, the Supreme Court of India held
that the “right to privacy is an integral part of right to life” calling it a “cherished
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constitutional value” and noting that individuals should be entitled to realms of
freedom which are not subjected to public scrutiny. The Court further said
that the Court being “constitutional adjudicators” would strive to preserve,
“the sanctity of constitutional values, and hasty steps that derogate from
fundamental rights, whether urged by governments or private citizens,
howsoever well-meaning they may be, have to be necessarily very carefully
scrutinized.”
Yet, in the Aadhar hearings, the Attorney General of India has
contended that the right to privacy was in fact, not a fundamental right granted
by the Constitution. He seems to have based his arguments on two cases, MP
Sharma v Satish Chandra 2 and Kharak Singh v. State of UP. 3 These two cases had
laid down that the fundamental right to privacy was not explicitly present in
the Constitution. A superficial reading of the Constitution may confirm this,
but on a factual basis only. However, “a constitution is also its unwritten text in the
penumbra of judicial decisions” and the jurisprudence of privacy has progressed
ever since Kharak Singh was decided in 1963. 4
Following the case of Maneka Gandhi,

5

the Supreme Court has

continually reiterated that the rights guaranteed under Article 216 are multi-
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dimensional and the words, “life and liberty” should not be subject to a narrow
construction, but a broad meaningful one. A change in social realities and the
spheres of politics, the economy and society in general often require the law
to develop along with it. “Just as change in social reality is the law of life, responsiveness
to change in social reality is the life of the law.” 7
It is ironically the minority opinion in Kharak Singh, where Justice
Subba Rao laid down that it was, “true our Constitution does not expressly declare a
right to privacy as a fundamental right but the said right is an essential ingredient of personal
liberty” 8 which served as a foundation for later developments with regard to
expanding Article 21.
In the case of Gobind v. State of Madhya Pradesh, 9 the Apex Court laid
down that the right to privacy is a fundamental right emanating not only from
Article 21, but also from Article 19(1) (a) and (d). However, here it was also
held that the right to privacy was not absolute and such restrictions had to be
made in lieu of compelling public interest. It is this restriction which the
Government has relied on to justify its intrusion into the privacy (the
intrusions have been explained subsequently) of individuals under the Aadhar
Act.10

7
8
9
10

AHARON BARAK, THE JUDGE IN A DEMOCRACY, PRINCETON UNIVERSITY PRESS, 1-3, (2009).
Supra note 3.
Gobind Singh v. State of Madhya Pradesh, AIR 1975 SC 1378.
The Aadhaar (Targeted Delivery Of Financial And Other Subsidies, Benefits And Services) Act,
2016, available at : https://uidai.gov.in/images/targeted_delivery_of_financial_and_other_
subsidies_benefits_and_services_13072016.pdf.
199

NALSAR Student Law Review

In cases such as R. Rajagopal v. State of TN 11 and PUCL v. Union of India
12

(albeit in the context of freedom of the press and phone tapping,

respectively), the Court has interpreted the right to privacy broadly to mean
the right to be let alone, and have held it to be a fundamental right. Yet in each
case the court has reiterated that this right is subservient to the interests of the
state and the state can infringe the same if a reasonable basis for such
infringement is present.
While in each of the above cases, the Courts have interpreted privacy
in terms of territory and spatiality, in Selvi v. State of Karnataka 13, the right to
privacy has been understood to exist “in persons, not places” facilitating a wellrounded understanding of the right. Further, in the above case it was held that
an individual had the liberty to decide whether he wanted to disclose a personal
fact or not, free from State interference.
The question that now arises is whether the Aadhar scheme is a
reasonable basis for intrusion. The jurisprudence so far has dealt with
information that was extracted from the individual through coercion, without
consent, such as phone tapping in the PUCL case. The Aadhar scheme claims
to involve only voluntarily disclosed information by the individual, but since
crucial details such as who will use the data, for what ends will it be used and
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which agencies can access the data, remain ambiguous ,the issue that arises is
whether the consent of the individual will be taken in all such cases.14
The Aadhar Act also does not incorporate consent when disclosures
are made by the Unique Identification Authority of India (“UIDAI”). The Act
could learn from the US Privacy Act of 1974 as well as the UK’s Data
Protection Act, 1998 both of which emphasise the consent of the individual.
The question of whether the Aadhar scheme is actually voluntary or not will
be dealt with subsequently, but even if we progress assuming that the scheme
is voluntary, this would not exclude the possibility of breaches of privacy.
II. SUSPICIOUS LINKS
The link between the National Population Register and the Aadhar
scheme (that the NPR will forward its data to the UIDAI) is one which also
raises apprehension due to its potential to endanger privacy, and seems to have
gone relatively unnoticed in the larger debate surrounding the invasions of
privacy in the Aadhar Act itself. Similarities have often been drawn between
the activities carried out under the Census Act, 1948 and the Aadhar Act and
both aim at collection of data from the populace.
The Census Act accords utmost importance to the privacy of the
citizens in Section 1515 where it states that the “records of census are not open to
inspection or admissible in evidence.” The National Identification Authority Bill
14
15
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however, enables the Government to examine data about its citizens in the
Central Identities Data Repository, which actually constitutes the National
Population Register; and this is where controversy ensues. The National
Population Register is not sanctioned by the Census Act of 1948 and derives
its legitimacy from the Citizenship Act and the Citizenship Rules. 16
The problem which subsequently emerges is two-fold:
1) Provisions relating to confidentiality are completely absent in the
Citizenship Bill, thereby rendering the data contained in the NPR
vulnerable to unauthorised entities. On the other hand, it is an explicit
aim that the data collected will be made available to the UIDAI.
2) The Citizenship Bill and Rules also makes such national identity numbers
for every individual an essential legal requirement under Rule 7(3) and
also provides for a fine upon failure of fulfilling this requirement. Thus,
by linking the UID with the Citizenship Bill and Rules, the Aadhar
scheme is made mandatory. 17
To sum the differences up, while the Census Act enables the collection
of information so that the state has a profile of the individual; it is not to
expressly profile the individual (which is what the UID and the Aadhar do).
The Supreme Court has, in its interim order relating to the Aadhar scheme
prevented the sharing of the data between the NPR and UIDAI, but only until
16
17
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the matter is heard finally.18 It is of paramount importance that the Court
should prevent such linkages between the NPR and the Aadhar database
permanently, to ensure the safety and eliminate possibilities of misuse of
personal data.
III. CONTROVERSIAL PROVISIONS OF THE AADHAR ACT

A. Sections 3(1), 2(i),2(o)and 37.
Section 3(1) stipulates that “Every resident shall be entitled to obtain an
Aadhaar number by submitting his demographic information and biometric information” to
the UIDAI. In reality this burden of accepting and recording data is on the
various enrolment agencies and registrars, who derive their power from
Section 2(i) and 2(o) and have been appointed by virtue of the MoUs signed
with various State Governments and other entities.
This delegation of a crucial duty casts aspersions on the confidentiality
of such sensitive information. Further, while intentional disclosure of data by
these enrolment agencies and registrars are penalised under Section 37, utter
negligence (as opposed to malicious intent) is left out of its purview. Given
that the UIDAI is engaging in a project centred on personal information, the
protection of the same should have been of paramount importance; else
privacy of individuals would be risked. Leaving negligence out of the scope of
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punishment reflects the complacent attitude of the Government, and the
UIDAI towards privacy rights of individuals.

B. Sections 23 and 33
Sections 23 and 33 provide for certain rules and processes relating to
the authentication of the Aadhar numbers. However, while this is present in
the Act, there are still some vital flaws. The primary flaw which arises is the
silence on the source from where the request for authentication of Aadhar
numbers can emerge. Given that the Aadhar Act is a welfare scheme, aiming
at swift delivery of necessities to the population, it would seem safe to thus
infer the kinds of people and organizations who might request for such
authentication.
However, when one reads Section 33, the above inference seems to be
far from certain. Section 33(b) mentions national security being an interest due
to which private records may be disclosed under this Act – something which
has in fact not been explicitly disregarded as an objective of the UID
programme.
In light of this finding, the type of people and organization from
whom such requests for authentication might come, suddenly seems
precarious vis-à-vis one’s privacy which might manifest itself in the form of
state surveillance and tracking of its citizens.19 Thus, information in the Central
Identities Data Repository (“CIDR”) may be disclosed to third parties if it is
19
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in “the interests of national security”. The term ‘national security’ is vague, and
is neither defined in the Aadhar Act, or in the General Clauses Act.20
Generally speaking, individuals often are subjected to numerous
restrictions due to larger interests of the country and the interest which must
prevail (in the case of a clash of interests) is that of the “mass of men”. 21 While
national security might override individual privacy on certain occasions, it is
imperative that guidelines be laid down for when this can occur and more
importantly it is required that national security is defined, so as to limit the
power of the Government.22
An amendment to substitute national security with “public emergency or
in the interest of public safety”23, terms which appear in the section 5(2) of the
Indian Telegraph Act dealing with wire-tapping, was rejected by the Lok
Sabha. Further, the Indian Telegraph Act prescribes that only “urgent
situations” could necessitate the Joint Secretary ordering tapping of phones.24
The Aadhar Act offers almost unbridled power to the executive in this
regard. Due to the existence of this national security clause in Section 33, some
have expressed the apprehension that-
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“the government will get sweeping power to access the data collected,
ostensibly for efficient, transparent, and targeted delivery of subsidies,
benefits and services as it pleases in the interests of national security, thus
confirming the suspicions that the UID database is a surveillance
programme masquerading as a project to aid service delivery.” 25
Section 33 also states that the UIDAI may disclose personal data in
light of a court order demanding the same. However, here the consent of the
individual is done away with it, despite the information being highly sensitive.
There is no mechanism through which he can prevent such disclosure, or at
least be made aware of the disclosure beforehand. 26
Finally, Section 33 also enables the establishment of an Oversight
Committee to supervise the disclosure of information under the said section.
While prima facie this seems like an adequate protection afforded by the Bill
to privacy, and a check on executive action, the shortcoming which arises is
the fact that the members of this Committee are all members of the executive.
Therefore, members of the executive will have to review executive decisions,
27

which is problematic at the very least due to a clear conflict of interest.
It bears noting that an amendment passed by the Rajya Sabha to

include the Comptroller and Auditor General and Central Vigilance
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Commission in the Committee to ensure greater independence from the
executive and thereby facilitating a higher degree of protection to sensitive data
was rejected by the Lok Sabha. 28

C. Sections 37 and 47
Section 37 provides for certain offences such as intentionally stealing
and altering data located in the CIDR and so on, which are ambiguous at best.
However, the Bill provides for no mechanism using which an individual whose
data has been compromised can know that an offence has been committed. In
essence, to add insult to injury, an individual whose privacy has already been
violated, would find it exceedingly difficult to discover this fact.
Further, according to Section 47, only an officer clothed with
authority under this Bill can file a case and launch prosecution proceedings.
Reading Section 28 and 47 together however, leads to the inevitable thought
that it may be in the interest of the UIDAI to not disclose infringements on
privacy of individuals whose data it stores. The law does not expressly provide
for a machinery to solve grievances of an individual. The individual instead has
to instead depend on proactive regulation by the authorities under this Act,
which in effect allows for the Government to dodge accountability and
responsibility.

28
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“Experience has revealed the failure of regulation, yet it is on regulation by the
authority that a whole population is asked to place its trust.”29 Thus, while the Bill takes
notice of the fact that there is a possibility that private individual information
might reach unscrupulous entities, both within and beyond the territory of
India, the mechanism for redressal seems to be ambiguous at best.

D. Section 57
Section 7 of the Aadhar Act enables the assimilation and usage of
individual data to fulfil the “"condition for receipt of a subsidy, benefit or service".
Seemingly therefore, the Act would purport to cover the interaction between
the State and its citizens only. However, Section 57 dismisses the above notion
by extending use of the UID database to corporate entities for their own uses.
Thus, while the objects of the Act limit it to identifying people for swift
delivery of benefits, in blatant conflict, Section 57 extends the ambit of the Bill
to allow companies also to use the data for any lawful purpose.
Due to this vast coverage of the Aadhar Act, when applications such
as TrustID have access to the Aadhar database,30it has serious implications
concerning the personal data of individuals and their right to privacy. The fact
that our information can be accessed by corporate houses, let alone the
Government is frightening as far as privacy is concerned.
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IV. MISCELLANEOUS PROBLEMS ARISING OUT OF THE AADHAR ACT
Apart from the Sections in the Act itself, another problem that arises
is that of data convergence into a central repository. Over the course of our
daily existence, in exchange for certain services (such as taking loans, seeking
admittance into a hospital, obtaining a license etc.) we often provide personal
information such as our names, addresses, dates of birth and so on. These
organizations will not be able to track or profile an individual with this limited
data, and hence privacy and personal security will be victorious. The
information that we provide in exchange for a specific end is held in distinct
silos, or towers of data, and this in itself does not seem to be of particular
concern.
However, if bridges were established between these towers or silos, it
would facilitate State or even corporate surveillance over the individual and
enable the State to track the movements of a citizen at the press of a button.31
The United Nations has in the past been accused of misusing the biometric
information of Iraqi and Syrian refugees to facilitate attempts of various
countries to track them.32 Such data convergence also creates fears for ethnic
cleansing33 on the basis of ID cards, as was done in Rwanda.34
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It is the UID number (also known as Aadhar numbers) which would
serve as this bridge, since it is a largely universal number which can be used in
multiple, unconnected databases. Not only the state, but private business
organizations can access these now connected silos to profile an individual,
harass and invade his privacy through intrusive marketing strategies and render
him insecure.35
In response to such allegations of convergence, RS Sharma, UIDAI’s
Director General stated that since the Aadhar scheme did not require
information such as race or caste, individual profiling was impossible.36
However, the fact remains that the UID number may be used as a common
denominator by organizations to link the data each of them hold separately,
ultimately leading to easy profiling. 37
Functionality creep, or function creep is a phenomena under which the
original intent with which data was collected is expanded to include within its
purview purposes differing from the initial prescribed purpose. Often, this
expansion takes place without the approval of the individual who provides the
information. The Aadhar Act, being phrased and implemented in its existing
form runs the risk of eventually being used as a tool of discrimination along
the lines of identity. The Indian Government and the UIDAI could learn from
the American experience with regard to the Social Security Numbers.
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While the SSNs started off as a venture relating to taxation, today it
has broadened its ambit to include everything ranging from driving licenses to
employment. The phrase “not for identification” used initially during the
promulgation of the SSN is now redundant, as the SSN is the country’s
foremost identification number.

38

The database of information about

individuals could be used by the State as a weapon against the citizens as long
as threats of oppression and victimization of marginalised segments of the
populace using this database cannot be ruled out. This goldmine of data could
also facilitate surveillance by the State and investigation by the police.39 For
example, both the Goa and Kerala police have used the UID’s biometric
database to further their own investigations.
A continuous and widespread access to biometric information by the
police could lead to large scale violations of human rights.40 Dissenters or
public intellectuals expressing views against the dominant political narrative
may also be victims of this misuse of the UID database. With the Government
already lending its support to encounter killings and other methods not
permitted by the Constitution being adopted by the police and the Army, the
environment seems ripe for the State and its instruments to misuse the UID
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database, which was originally collected for confirming identity, and to
enhance social welfare of the people.41
V. QUESTIONS ON VOLUNTARINESS

A. If the Aadhar Scheme is Voluntary, Can one waive his Fundamental
Right to Privacy to avail of the same?
In the case of Behram v. State of Bombay,42 the Apex Court laid down that
the Constitution containing fundamental rights was not to ensure that the
individual could benefit from them. Fundamental rights are a subset of public
policy, and hence it is beyond the power of the individual to give up his
fundamental rights. This ruling established that the doctrine of waiver of rights
would be inapplicable when the rights in question were fundamental rights. In
Bashehar Nath v. The Commissioner of Income Tax 43, Justice Bhagwati held that the
Constitution was “sacrosanct” and that “it is not permissible to tinker with those
fundamental rights by any ratiocination or analogy of the decisions of the Supreme Court of
the United States of America”, which allowed fundamental rights to be waived
when the right ensured individual benefit. Thus the rule that fundamental
rights cannot be waived is well established in Indian constitutional

41
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Nivedita Menon, Eight reasons why you should oppose Unique Identification: Stop UID Campaign, KAFILA,
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212

The Aadhar Scheme- Ambitious Plan for India’s Future or Violation of the Right to Privacy?

jurisprudence, and has later been upheld in Muthiah v. Commissioner of Income Tax
44

, Suraj Mall Mehto v. A.V. Visvanath Sastri 45 and so on.
In the context of government schemes, another crucial case to analyse

here is Ahmedabad St Xavier’s College v. State of Gujarat

46

where the Supreme

Court, echoing Justice Sutherland in Frost & Frost Trucking Co. v. Railroad
Commission 47 upheld the doctrine of unconstitutional conditions describing it
as, “any stipulation imposed upon the grant of a governmental privilege which in effect
requires the recipient of the privilege to relinquish some constitutional right.” The choice
between relinquishing the necessary financial benefits and giving up the right
to privacy is nothing more than a choice “between the rock and the whirlpool.”48
To narrow it down further, Das CJ in In re: The Kerala Education Bill v.
Unknown49 speaking in the context of establishing minority educational
institutions stated that, “financial necessities should not force anyone to concede their
fundamental rights under Article 30(1) of the Constitution.” What the Aadhar Act
purports to do is in striking contradiction to Das CJ’s opinion, as it compels
people to give up their right to privacy in exchange for financial necessities
which are especially indispensable for the poor section of society. In other
words, the Aadhar Act makes it mandatory for the poor to give up their privacy
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rights, lest they be deprived of financial benefits. The Aadhar Act, “though in
form voluntary, in fact lacks none of the elements of compulsion.”50
The Aadhar scheme is a clear violation of the fundamental right to
privacy of an individual, and the argument that the scheme be permitted since
an individual can voluntarily waive his fundamental rights (doctrine of waiver
of rights) cannot be accepted. It would fall under the doctrine of
unconstitutional conditions as laid down by the Apex Court. The trade-off
between the waiving of the right to privacy and the Aadhar scheme is simply
not a trade off at all, since the State cannot promulgate a scheme which
requires the citizen to surrender his/her right to privacy.
The individual is faced with a “false choice” since he/she has to decide
between the fundamental right to privacy and certain benefits that are crucial
to his/her livelihood. The choice that the individual is faced with is not ‘free’
since access to privileges is contingent upon surrendering of rights. It would
thus be beyond the power of the State to invoke the doctrine of waiver of
fundamental rights as an essential pre-requisite for acquiring the stipulated
benefits. 51

50
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B. Is the Aadhar Scheme Really Voluntary?
Further, the Aadhar Act is not supported by an opting out mechanism;
and the citizen has to waive his fundamental right to privacy without any hope
of apparently reclaiming it. Rule 5(7) of the Information Technology Rules
stipulate that when an entity seeks information or data from an individual, it
must provide the individual with a procedure for opting out of the database.
However, the “irrevocable nature of alienation of privacy rights by surrendering biometric
information means that the opt-in mechanism is not supported by an opt-out one.”52 The
existence of an opt out process in the context of the Aadhar Act is crucial,
given the sensitiveness of our personal information, and the pervasiveness of
an individual’s biometric data. 53
While the official documents relating to the Aadhar scheme specify
that obtaining a UID number required to avail of the benefits the same is
purely voluntary, the implementation of the scheme tells us a different story
altogether. While Section 3 deems acquiring the Aadhar number to be a
voluntary exercise, the implication of Section 7 of the Aadhar Act is that once
the Government makes receiving benefits contingent upon compulsory
authentication of the Aadhar number, then citizens would be forced to acquire
the number.54 Further, the marginal note to Section 7 lays down that acquiring

52
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the Aadhar number cannot be bypassed to avail of certain benefits or
subsidies.55
As a form of consolation, Section 7 also ensures the provision of
alternate means of identification for delivery of benefits to the individual in
the event that he/she is not assigned an Aadhar number. Such vague phrasing
leads to the possible interpretation that these alternate means will be accessible
merely to those who have not been assigned an Aadhar number, despite
applying for the same.56 Thus, application for an Aadhar number is made
mandatory in the sense that is essential in order to receive benefits.
As Jean Dreze put it, “This (the Aadhar scheme) is like selling bottled water
in a village after poisoning the well, and claiming that people are buying water voluntarily.”57
Various states have mandated that the UID number be required to obtain
various services. Not only gas and PDS, but the issuance of RuPay ATM cards,
filing RTI requests, booking seats in the railways and registration of vehicles
all require the UID number today.58 Just recently, the University Grants
Commission made the usage of Aadhar numbers compulsory for the purposes
of scholarships.59 The interim order of the Supreme Court forbidding such
services depending on the UID number has not been complied with, “in letter
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and spirit”.60 If such essential services require the Aadhar number, it is evident
that today an individual cannot live without this number. Thus, is it actually
voluntary? The gap between precept and practice provides us with the answer.
VI. CONCLUSION
At the outset, the reason why a clause on “national security” is present in
an Act which seeks to provide for efficient, transparent, and targeted delivery
of subsidies, benefits and services is unclear, and suspicious at the very least
since it raises justifiable concerns of mass surveillance, profiling and tracking
of citizens.61 As has been mentioned earlier, the Aadhar Act fails to define
“national security”. In this context, a look at jurisprudence on national security
and fundamental rights in the European Union might prove helpful.
In Leander v. Sweden 62 the Court, while interpreting ‘national security’
in Article 8 of the European Convention on Human Rights held that law which
places its reliance on national security considerations had to be precise in
relation to the circumstances and conditions under which the State could rely
on this “secret and potentially dangerous interference with private life”. Thus, laws which
have a tendency to intrude on privacy need to be precise with “clear and detailed”
guidelines.63 In Rotaru v. Romania
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Romanian law related to the collection and storage of personal information on
grounds of national security, since sufficient safeguards were not provided for.
Under Section 33 of the Aadhar Act, private data can be disclosed
pursuant to an order passed by the Joint Secretary of the Government of India,
subject to review of an Oversight Committee, as mentioned earlier. However,
no guidelines are given as to the circumstances in and conditions on which
private data will be disclosed, except for the blanket national security clause.
It is imperative that national security be defined in the Act to prevent
misuse of the same.65 However, given that despite repeated demands for the
same, nothing has been done and with the Lok Sabha rejecting the substitution
of national security with an apparently narrower clause of “public emergency or in
the interest of public safety”66, the author, placing reliance on Al-Nashif v. Bulgaria
67

would like to suggest the incorporation of adversarial proceedings in Section

33.
The implementation of measures having a detrimental impact on rights
such as privacy (such as the disclosure of private data under Section 33) should
be contingent upon adversarial proceedings between the individual who’s data
it is and the State which seeks to justify disclosure in the name of national
security. A body, independent of Government officials, in contradistinction to
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the current Oversight Committee should be established to hear such
proceedings.
Section 7 of the Aadhar Act, as it stands is in conflict with the interim
order of the Supreme Court which stated that no one should be denied access
to benefits in the absence of an Aadhar number. The section is phrased in a
manner such that it appears as though enrolment or application under the
Aadhar scheme is essential in order to identify oneself for the delivery of
benefits.68 It should be remembered that Aadhar “is an entitlement, and not a
compulsion.”69
A welfare state, such as India70 is required by default to ensure the
economic and social well-being of its citizens71 through inter alia, the provision
of benefits, subsidies and so on. Despite the cost-cutting impact of the Aadhar
programme,72 the requirement of the number to avail of the benefits should
be purely voluntary. The phrase ‘alternative means’ as used in Section 7 should
also be clarified, in order to lessen the degree of ambiguity present.73 In this
context, it is also crucial that an opt-out mechanism is provided for under the
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Act, which would provide for the deletion of all the data of the individual from
the database. As of now, no such mechanism is stipulated. 74
Further, Section 57 is problematic to the extent that it allows a “body
corporate” to access the Aadhar database, excluding core biometric information,
for the purposes of identification. Here, it is crucial that the Bill be amended
to incorporate consent of the individual while handing such data over to a
private company. Allowing private companies entry into the Aadhar database
has serious implications with regards to the privacy of individuals apart from
potential harassment through telemarketing and so on, and hence it is
imperative that their consent is included.
The Aadhar Act is one with huge potential in terms of socio-economic
welfare benefits delivery. The Aadhar number provides the foundation upon
which delivery of all benefits – ranging from healthcare, to food and nutrition
to education could be drastically improved.75 It could lead to large-scale
innovation both at the level of government and the private sectors. Financial
inclusion at a level, which would be unthinkable a decade ago, may soon be a
reality and leakages in Government subsidies totalling Rs. 50,000 crore
annually could possibly be eliminated.76
However, the fact that the information accumulated under the Aadhar
Act might be shared with other parties, or even worse, stolen by entities both
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within and beyond the boundaries renders the privacy of the individual
supplying the information highly vulnerable. Intelligence agencies may also use
the data to trace patterns of behaviour, identify an individual as a threat,
possibly incorrectly, and harass him, violating his right to be let alone (privacy).
The possibilities for violations of privacy are endless, especially with no
mechanism for redressal of grievances.
The Aadhar scheme has far reaching effects on the fundamental rights
of an individual and his security apart from the relationship the State shares
with its citizens. It is imperative that the project be suspended and such
considerations be taken into account while fine tuning the project. Public
debates should ensue; constitutional experts consulted, thus ultimately
inspiring trust and confidence amongst the people.77 The aim should be to
reach a stage where the monetary benefits far outweigh the privacy concerns,
if any. Only upon reaching such a stage, should the Aadhar scheme, the world’s
largest biometric identification programme78 be implemented.
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